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OVERVIEWOVERVIEWOVERVIEWOVERVIEW

 State LawState Law
–– Ohio H.B. 104Ohio H.B. 104

 Federal LawsFederal Laws Federal LawsFederal Laws
–– GrammGramm--LeachLeach--Bliley ActBliley Act
–– HIPPAHIPPA
–– FCRA/FACT ActFCRA/FACT Act
–– COPPACOPPA
–– CANCAN--SPAM ActSPAM ActCANCAN SPAM ActSPAM Act
–– Posting of Privacy Policies (California law)Posting of Privacy Policies (California law)
–– Others which may affect privacy practicesOthers which may affect privacy practices



Overview (Cont’d)Overview (Cont’d)Overview (Cont d)Overview (Cont d)

 Future Federal LegislationFuture Federal Legislation
–– Protecting Children in the 21Protecting Children in the 21stst Century ActCentury Act

P i C Ph R d AP i C Ph R d A–– Protecting Consumer Phone Records ActProtecting Consumer Phone Records Act
–– H.R. 964 H.R. 964 –– Unfair/Deceptive Practices Involving Unfair/Deceptive Practices Involving 

ComputerComputerpp
–– Proposed Social Security Number Protection BillsProposed Social Security Number Protection Bills
–– H.R. 836 H.R. 836 –– Security Breach Notification BillSecurity Breach Notification Bill

H R 1015H R 1015 A t d l di l f “bl kA t d l di l f “bl k–– H.R. 1015 H.R. 1015 –– Auto dealers disclosure of “black Auto dealers disclosure of “black 
boxes” and consumer right to opt outboxes” and consumer right to opt out

 Resources for Information on Privacy LawsResources for Information on Privacy LawsResources for Information on Privacy LawsResources for Information on Privacy Laws



OHIO H B 104OHIO H B 104OHIO H.B 104OHIO H.B 104

 Put into effect in 2006Put into effect in 2006
 Requires any entity with computerized data Requires any entity with computerized data 

containing personal information tocontaining personal information tocontaining personal information to containing personal information to 
expeditiously notify Ohio residents whose expeditiously notify Ohio residents whose 
personal information was accessed or may personal information was accessed or may 
have been accessed by security breacheshave been accessed by security breacheshave been accessed by security breacheshave been accessed by security breaches

 Regulates state agencies, governmental Regulates state agencies, governmental 
bodies and “persons” (includes business bodies and “persons” (includes business p (p (
entities)entities)

 Will focus on requirements of “persons” Will focus on requirements of “persons” 
herehereherehere



Ohio H.B. 104Ohio H.B. 104
Definition of “Person”Definition of “Person”
 Places reporting obligations on any “person” Places reporting obligations on any “person” 

(which includes business entity that (which includes business entity that 
conducts business in Ohio) who:conducts business in Ohio) who:
–– Owns or licenses computerized data containing Owns or licenses computerized data containing 

specified personal information; orspecified personal information; orspecified personal information; orspecified personal information; or
–– On behalf of or at the direction of another On behalf of or at the direction of another 

person or governmental agency is the custodian person or governmental agency is the custodian p g g yp g g y
of or stores computerized data containing of or stores computerized data containing 
specified personal informationspecified personal information



Ohio H.B. 104 Ohio H.B. 104 ––
Notification ObligationsNotification Obligations
 Requires any “person” to disclose any Requires any “person” to disclose any 

breach of the security of its system to any breach of the security of its system to any 
Ohio resident:Ohio resident:
–– Whose personal information was, or reasonable Whose personal information was, or reasonable 

is believed to have been accessed and acquiredis believed to have been accessed and acquiredis believed to have been, accessed and acquired is believed to have been, accessed and acquired 
by an unauthorized person;by an unauthorized person;

–– If the access and acquisition by the unauthorized If the access and acquisition by the unauthorized q yq y
person causes or reasonably is believed will person causes or reasonably is believed will 
cause a material risk of identity theft or fraud.cause a material risk of identity theft or fraud.



Ohio H.B. 104 Ohio H.B. 104 ––
Notification Time PeriodNotification Time Period
 Ohio H.B. 104 requires different notification Ohio H.B. 104 requires different notification 

periods for types of “persons”periods for types of “persons”
–– Own or license computerized data Own or license computerized data –– “in the most “in the most 

expedient time possible, but not later than 45 expedient time possible, but not later than 45 
days following its discovery or notification of thedays following its discovery or notification of thedays following its discovery or notification of the days following its discovery or notification of the 
breach to the security system”breach to the security system”

–– Custodian or Storer on behalf another person or Custodian or Storer on behalf another person or 
a governmental entity a governmental entity –– “in an expeditious “in an expeditious 
manner”manner”



Ohio H.B. 104 Ohio H.B. 104 ––
Permissible Delay ofPermissible Delay ofPermissible Delay of Permissible Delay of 
NotificationNotification
 A “person” may delay the required A “person” may delay the required 

notification if a law enforcement notification if a law enforcement 
agency determines that the agency determines that the 
notification will impede a criminal notification will impede a criminal pp
investigation or jeopardize homeland investigation or jeopardize homeland 
or national security.or national security.yy



Ohio H.B. 104 Ohio H.B. 104 ––
Methods of NotificationMethods of Notification
 Permissible methods of notification include:Permissible methods of notification include:

–– Written NoticeWritten Notice
–– Electronic NoticeElectronic Notice

 IF the person’s primary method of communication with IF the person’s primary method of communication with 
the resident is by electronic meansthe resident is by electronic meansthe resident is by electronic meansthe resident is by electronic means

–– Telephone NoticeTelephone Notice
–– Substitute NoticeSubstitute Notice

 IF certain qualifications are metIF certain qualifications are met
 Two forms of substitute notice depending on which Two forms of substitute notice depending on which 

circumstances applycircumstances applypp ypp y



Ohio H.B.104Ohio H.B.104
Substitute NoticeSubstitute Notice
 First form First form –– R.C. R.C. §§ 1349.19(E)(4)1349.19(E)(4)

–– If the person does not have sufficient If the person does not have sufficient 
contact information for the residents; ORcontact information for the residents; OR

–– If the cost of providing notification by If the cost of providing notification by 
these methods exceeds $250 000; ORthese methods exceeds $250 000; ORthese methods exceeds $250,000; ORthese methods exceeds $250,000; OR

–– The number of residents exceeds The number of residents exceeds 
500 000500 000500,000.500,000.

 Then Substitute Notice MAY be Then Substitute Notice MAY be 
provided.provided.provided.provided.



Ohio H.B.104Ohio H.B.104
Substitute Notice (cont’d)Substitute Notice (cont’d)
 In this situation, Substitute Notice entails In this situation, Substitute Notice entails 

ALLALL of the following:of the following:
–– Electronic mail notice if the person has anElectronic mail notice if the person has anElectronic mail notice if the person has an Electronic mail notice if the person has an 

electronic mail address for the resident to whom electronic mail address for the resident to whom 
the disclosure must be made;the disclosure must be made;

–– Conspicuous posting of the disclosure or noticeConspicuous posting of the disclosure or noticeConspicuous posting of the disclosure or notice Conspicuous posting of the disclosure or notice 
on the person’s website, if the person maintains on the person’s website, if the person maintains 
one; ANDone; AND

–– Notification to major media outletsNotification to major media outletsNotification to major media outletsNotification to major media outlets
 To the extent that the total readership, viewing To the extent that the total readership, viewing 

audience and listening audience of all of the outlets audience and listening audience of all of the outlets 
notified equals or exceeds 75% of the population.notified equals or exceeds 75% of the population.



Ohio H.B.104Ohio H.B.104
Substitute Notice (cont’d)Substitute Notice (cont’d)
 Second Form Second Form –– R.C. R.C. §§ 1349.19(E)(5)1349.19(E)(5)

–– If the person is a business entity with 10If the person is a business entity with 10If the person is a business entity with 10 If the person is a business entity with 10 
employees or fewer employees or fewer ANDAND

–– The cost of providing notice will exceed The cost of providing notice will exceed p gp g
$10,000$10,000

–– Then Substitute Notice may be provided.Then Substitute Notice may be provided.y py p



Ohio H.B.104Ohio H.B.104
Substitute Notice (cont’d)Substitute Notice (cont’d)
 Substitute Notice in this situation entails Substitute Notice in this situation entails ALL ALL of the of the 

following:following:
–– Notification by paid advertisement in a local newspaperNotification by paid advertisement in a local newspaperNotification by paid advertisement in a local newspaper Notification by paid advertisement in a local newspaper 

that is distributed in the geographic area in which the that is distributed in the geographic area in which the 
business entity is located;business entity is located;
 Must take up at least ¼ of a page;Must take up at least ¼ of a page;
 Must be published at least once a week for three weeks; Must be published at least once a week for three weeks; 

ANDAND
–– Conspicuous posting of the disclosure or notice on the Conspicuous posting of the disclosure or notice on the 

business entity’s website if the business entity maintainsbusiness entity’s website if the business entity maintainsbusiness entity s website, if the business entity maintains business entity s website, if the business entity maintains 
one; ANDone; AND

–– Notification to major media outlets in the geographic area Notification to major media outlets in the geographic area 
in which the business entity is locatedin which the business entity is locatedyy



Ohio H.B.104Ohio H.B.104
“Quick Hits”“Quick Hits”

“ i i l i i ” “ C i ” “C di“ i i l i i ” “ C i ” “C di “Financial Institutions,” “Trust Companies,” “Credit “Financial Institutions,” “Trust Companies,” “Credit 
Unions” or any of their “affiliates” with federal Unions” or any of their “affiliates” with federal 
reporting requirements are exempt from the reporting requirements are exempt from the 
reporting requirements of R Creporting requirements of R C §§ 1349 191349 19reporting requirements of R.C. reporting requirements of R.C. §§ 1349.191349.19

 Residents of Ohio cannot waive the notice Residents of Ohio cannot waive the notice 
requirementsrequirements
If the breach of a single occurrence requiresIf the breach of a single occurrence requires If the breach of a single occurrence requires If the breach of a single occurrence requires 
disclosure to more than a thousand Ohio residents, disclosure to more than a thousand Ohio residents, 
the person must also notify all consumer reporting the person must also notify all consumer reporting 
agencies (i e credit bureaus) of the timingagencies (i e credit bureaus) of the timingagencies (i.e. credit bureaus) of the timing, agencies (i.e. credit bureaus) of the timing, 
distribution and content of the disclosure.distribution and content of the disclosure.

 The attorney general may conduct investigations The attorney general may conduct investigations 
and bring a civil lawsuit upon an alleged failure toand bring a civil lawsuit upon an alleged failure toand bring a civil lawsuit upon an alleged failure to and bring a civil lawsuit upon an alleged failure to 
comply with these requirements.comply with these requirements.



FEDERAL PRIVACY LAW FEDERAL PRIVACY LAW ––
GRAHAMGRAHAM LEACHLEACH BLILEYBLILEYGRAHAMGRAHAM--LEACHLEACH--BLILEY BLILEY 
ACT (GLB)ACT (GLB)
 GLB Act requires a “financial institution” to:GLB Act requires a “financial institution” to:

–– Provide notice to “consumers” and “customers” about the Provide notice to “consumers” and “customers” about the 
institution’s practices in collecting, using and disclosing institution’s practices in collecting, using and disclosing 
“nonpublic personal information” about them“nonpublic personal information” about themnonpublic personal information  about them.nonpublic personal information  about them.

–– Provide “consumers” and customers an opportunity to Provide “consumers” and customers an opportunity to 
object to disclosure of their “nonpublic information” to object to disclosure of their “nonpublic information” to 
“nonaffiliated third parties” (“opt out” provisions)“nonaffiliated third parties” (“opt out” provisions)

–– Prohibits third party receiving NPI from a financial Prohibits third party receiving NPI from a financial 
institution from disclosing it institution from disclosing it 
 outside of statutory exception or outside of statutory exception or 
 outside the scope of terms of financial institution’s privacyoutside the scope of terms of financial institution’s privacy outside the scope of terms of financial institution s privacy outside the scope of terms of financial institution s privacy 

noticenotice
 BROAD SCOPE of information covered: “Any” BROAD SCOPE of information covered: “Any” 

personally identifiable informationpersonally identifiable informationp yp y
–– For example, customer name and address lists includedFor example, customer name and address lists included



GLB Act GLB Act ––
“Financial Institutions”“Financial Institutions”
 Act has broad definition of FIsAct has broad definition of FIs

–– Banks, credit unions, etc.Banks, credit unions, etc.
–– Also includes debt collectors, insurance Also includes debt collectors, insurance 

companies, securities brokers, retailers companies, securities brokers, retailers 
that use own credit cards tax preparationthat use own credit cards tax preparationthat use own credit cards, tax preparation that use own credit cards, tax preparation 
services, check printers, and automobile services, check printers, and automobile 
leasing companiesleasing companiesg pg p

 Agents of financial institutions not Agents of financial institutions not 
includedincluded



GLB Act GLB Act –– “Consumers” “Consumers” 
and “Customers”and “Customers”
 “Consumer” and “Customer” describe the “Consumer” and “Customer” describe the 

type of relationship an individual has with type of relationship an individual has with 
the financial institutionthe financial institutionthe financial institutionthe financial institution
–– “Consumer” is a person who obtains a financial “Consumer” is a person who obtains a financial 

product or service to be used primarily personal product or service to be used primarily personal 
or household purposesor household purposesor household purposesor household purposes

–– “Customer” is a consumer who has a continuing “Customer” is a consumer who has a continuing 
relationship with a financial institution, and relationship with a financial institution, and 
includes former and lapsed customersincludes former and lapsed customerspp

 GLB Act has different protections for each GLB Act has different protections for each 
type of relationshiptype of relationship



GLB ActGLB Act
Notice RequirementsNotice Requirements
 Appearance must be clear and conspicuousAppearance must be clear and conspicuous
 Must contain certain mandatory disclosuresMust contain certain mandatory disclosuresyy
 Must be delivered in a manner “reasonably Must be delivered in a manner “reasonably 

expected to be received”expected to be received”
–– May be posted on website, but there are special May be posted on website, but there are special 

rules which must be followedrules which must be followed

I i i l d l iI i i l d l i Initial and annual noticesInitial and annual notices
–– Requirements differ between consumers and Requirements differ between consumers and 

customerscustomers1818customerscustomers1818



GLB ActGLB Act
Opt Out RequirmentOpt Out Requirment
 Must provide notice and opportunity to opt out prior to any Must provide notice and opportunity to opt out prior to any 

disclosuredisclosure
–– Obligation continues throughout relationshipObligation continues throughout relationship
–– Reasonable opportunity to opt outReasonable opportunity to opt outpp y ppp y p
–– Must provide 30 days to customer to opt out after notice sentMust provide 30 days to customer to opt out after notice sent

 Exceptions to Opt Out RequirementExceptions to Opt Out Requirement
 Necessary to process or service transactionNecessary to process or service transaction
 Protect record security and confidentialityProtect record security and confidentiality
 Respond to requests from regulators, selfRespond to requests from regulators, self--regulatory organizations (SROs), regulatory organizations (SROs), 

and law enforcementand law enforcement
 Provide information to legal counsel and entities assessing compliance with Provide information to legal counsel and entities assessing compliance with 

industry standardsindustry standards
 Reports to credit bureausReports to credit bureaus
 Fraud protectionFraud protection
 Complay with laws and legal processComplay with laws and legal process
 In connection with proposed or actual mergerIn connection with proposed or actual merger
 Parties hold legal interest relating to consumerParties hold legal interest relating to consumer
 Third party performance of services for or on behalf of financial institution (stillThird party performance of services for or on behalf of financial institution (still Third party performance of services for or on behalf of financial institution (still Third party performance of services for or on behalf of financial institution (still 

required to provide initial notice)required to provide initial notice)



FEDERAL PRIVACY LAW FEDERAL PRIVACY LAW ––
FCRA AND FACT ActFCRA AND FACT Act
 Fair Credit Reporting Act was amended in Fair Credit Reporting Act was amended in 

2003 as the “Fair & Accurate Credit 2003 as the “Fair & Accurate Credit 
Transactions Act” (FACT Act)Transactions Act” (FACT Act)Transactions Act  (FACT Act)Transactions Act  (FACT Act)

 Regulates “consumer reporting agencies” Regulates “consumer reporting agencies” 
(CRAs), “users” and “furnishers”(CRAs), “users” and “furnishers”
FCRA li l “ ”FCRA li l “ ” FCRA applies only to “consumer reports”FCRA applies only to “consumer reports”
–– Three part test:Three part test:

 Personally identifiable data that bears on 1 of 7 Personally identifiable data that bears on 1 of 7 yy
statutory factorsstatutory factors

 Used or collected for permissible purposeUsed or collected for permissible purpose
 Communicated by a CRACommunicated by a CRA

FACT A t S i l ti d tFACT A t S i l ti d t t lt l FACT Act: Special notice and optFACT Act: Special notice and opt--out rules out rules 
for use in marketing and solicitationsfor use in marketing and solicitations



FCRA and FACT ActFCRA and FACT Act
Duties of EntitiesDuties of Entities
 Duties of CRAsDuties of CRAs

–– Provide reports for Provide reports for 
“permissible purposes”“permissible purposes”

h d ih d i

 Duties of OthersDuties of Others
–– Users prohibited from Users prohibited from 

procuring reports for nonprocuring reports for non--
permissible purposespermissible purposes–– Ensure that data is Ensure that data is 

reasonable accurate and reasonable accurate and 
currentcurrent

–– Furnish consumer with Furnish consumer with 

permissible purposespermissible purposes
–– Users prohibited from Users prohibited from 

using or disclosing reports using or disclosing reports 
for purposes other than for for purposes other than for 

copy of consumer reportcopy of consumer report
–– Investigate alleged Investigate alleged 

inaccuracies and correct, if inaccuracies and correct, if 
necessarynecessary

the purpose for which they the purpose for which they 
were producedwere produced

–– User must notify consumer User must notify consumer 
of identity of CRA of identity of CRA necessarynecessary

–– Must place fraud alert on Must place fraud alert on 
credit file if requested by credit file if requested by 
consumerconsumer

yy
providing infoproviding info

–– Furnishers must Furnishers must 
investigate if consumers investigate if consumers 
dispute accuracydispute accuracydispute accuracydispute accuracy



FEDERAL PRIVACY LAW FEDERAL PRIVACY LAW --
HIPAAHIPAA
 Health Insurance Portability & Accountability Act Health Insurance Portability & Accountability Act 

(HIPAA)(HIPAA)
 Basic Rule: Unless explicitly exempted by HHS, no Basic Rule: Unless explicitly exempted by HHS, no p y p y ,p y p y ,

directly regulated entity can access, use or disclose directly regulated entity can access, use or disclose 
individually identifiable health information without individually identifiable health information without 
first obtaining the informed and written permission first obtaining the informed and written permission 
(“a tho i ation”) of the affected indi id al(“a tho i ation”) of the affected indi id al(“authorization”) of the affected individual.(“authorization”) of the affected individual.

 Rule applies directly to:Rule applies directly to:
–– Health Care Providers who transmit individually identifiable Health Care Providers who transmit individually identifiable 

health information in electronic formhealth information in electronic formhealth information in electronic formhealth information in electronic form
–– Health PlansHealth Plans
–– Health care clearinghousesHealth care clearinghouses



HIPAA HIPAA ––
“BUSINESS ASSOCIATES”“BUSINESS ASSOCIATES”
 Generally, the definition of a “business associate” involves Generally, the definition of a “business associate” involves 

performing some function or services for a covered entity.performing some function or services for a covered entity.
 Rule can affect “business associates”, which may include:Rule can affect “business associates”, which may include:

Direct marketersDirect marketers–– Direct marketersDirect marketers
–– Pharmaceutical manufacturersPharmaceutical manufacturers

 General Rule:General Rule:
–– Without prior authorization, a covered entity may disclose Without prior authorization, a covered entity may disclose p , y yp , y y

protected health information to a BA, and may allow that BA to protected health information to a BA, and may allow that BA to 
create or receive protected health information on its behalf, IF create or receive protected health information on its behalf, IF 
the covered entity obtains satisfactory assurance that the BA will the covered entity obtains satisfactory assurance that the BA will 
appropriately safeguard the info.appropriately safeguard the info.



HIPAA HIPAA ––
INFORMATION PROTECTEDINFORMATION PROTECTED
 “Protected Health Information” is all individually identifiable health “Protected Health Information” is all individually identifiable health 

information that:information that:
–– Is created or received by a covered entity;Is created or received by a covered entity;
–– Relates to the past, present or future physical condition of an individual; Relates to the past, present or future physical condition of an individual; p , p p y ;p , p p y ;

to the provision of health care to an individual; or to payment for to the provision of health care to an individual; or to payment for 
provision of health care to an individual;provision of health care to an individual;

–– Identifies the individualIdentifies the individual
 Data which IDs individuals include:Data which IDs individuals include:

NN–– NameName
–– Geographic subdivisions smaller than a stateGeographic subdivisions smaller than a state
–– Dates (except year) of treatment, birth, death, admission, etc.Dates (except year) of treatment, birth, death, admission, etc.
–– Telephone numbersTelephone numbers

S i l i di l d bS i l i di l d b–– Social security or medical record numbersSocial security or medical record numbers
–– PhotographsPhotographs

 Clear, informed written permission required before disclosure (clear Clear, informed written permission required before disclosure (clear 
elements which must be satisfied)elements which must be satisfied)



FEDERAL PRIVACY LAW FEDERAL PRIVACY LAW ––
COPPACOPPA
 Children’s Online Privacy Protection ActChildren’s Online Privacy Protection Act
 Applies to the collection of personal Applies to the collection of personal 

information from children under the age ofinformation from children under the age ofinformation from children under the age of information from children under the age of 
1313

 Rules set out:Rules set out:
–– What a website operator must include in a What a website operator must include in a 

privacy policy;privacy policy;
–– When and how to seek verifiable consent from a When and how to seek verifiable consent from a 

parent; andparent; and
–– What responsibilities an operator has to protect What responsibilities an operator has to protect 

children’s privacy and safety onlinechildren’s privacy and safety onlinep y yp y y



COPPA COPPA ––
WHO MUST COMPLY?WHO MUST COMPLY?
 An operator of a commercial website An operator of a commercial website 

or an online service directed to or an online service directed to 
children under 13 that collects children under 13 that collects 
personal information from children; ORpersonal information from children; ORp ;p ;

 An operator of a general audience An operator of a general audience 
website and have actual knowledgewebsite and have actual knowledgewebsite and have actual knowledge website and have actual knowledge 
that you are collecting personal that you are collecting personal 
information from childreninformation from childreninformation from childreninformation from children



COPPA COPPA –– “Operator” and“Operator” andpp
“Directed at Children” “Directed at Children” 
 To determine whether an entity is an “operator,” the FTC will To determine whether an entity is an “operator,” the FTC will 

consider:consider:
 Who owns and controls the information;Who owns and controls the information;
 Who pays for the collection and maintenance of the information;Who pays for the collection and maintenance of the information; Who pays for the collection and maintenance of the information;Who pays for the collection and maintenance of the information;
 What the preWhat the pre--existing contractual relationships are in connection existing contractual relationships are in connection 

with the information; andwith the information; and
 What role the website plays in collecting or maintaining the What role the website plays in collecting or maintaining the 

information.information.
 To determine whether a website is “directed at children,” the To determine whether a website is “directed at children,” the 

FTC will consider:FTC will consider:
 The subject matterThe subject matter
 Visual or audio contentVisual or audio content
 Age of models on siteAge of models on site
 LanguageLanguage
 Advertising directed to childrenAdvertising directed to children
 Use of animated characters or other childUse of animated characters or other child--oriented featuresoriented features



COPPA COPPA ––
Requirements on OperatorsRequirements on Operators
 Under COPPA, Operators must:Under COPPA, Operators must:

 Post a privacy policyPost a privacy policy
 Provide parental notice of privacy practicesProvide parental notice of privacy practices

Obt i ifi bl t l t b f ll ti iObt i ifi bl t l t b f ll ti i Obtain verifiable parental consent before collecting, using or Obtain verifiable parental consent before collecting, using or 
disclosing personal information from a child.disclosing personal information from a child.

–– Certain exceptions applyCertain exceptions apply
 Provide parental access to children’s information and Provide parental access to children’s information and 

t it t t t f f t ll tit it t t t f f t ll tiopportunity to opt out of future collectionopportunity to opt out of future collection
 Provide parents the option to agree to the collection and use Provide parents the option to agree to the collection and use 

of child’s personal information without agreeing to the of child’s personal information without agreeing to the 
disclosure to third partiesdisclosure to third parties
P id ti f t if li i hP id ti f t if li i h Provide new notice for consent if policies changeProvide new notice for consent if policies change

 Ensure confidentiality, security and integrity of personal Ensure confidentiality, security and integrity of personal 
information collectedinformation collected

 Limit collection to what is reasonable necessary to participateLimit collection to what is reasonable necessary to participate



COPPA COPPA ––
Safe HarborsSafe Harbors
 In its enforcement of COPPA, the FTC does In its enforcement of COPPA, the FTC does 

allow for industry groups to create selfallow for industry groups to create self--
regulatory programs to govern compliance.regulatory programs to govern compliance.regulatory programs to govern compliance.regulatory programs to govern compliance.

 If the FTC approves the compliance plan of If the FTC approves the compliance plan of 
the industry group, then an operators the industry group, then an operators 
compliance with the selfcompliance with the self regulatoryregulatorycompliance with the selfcompliance with the self--regulatory regulatory 
guidelines will generally serve as a safe guidelines will generally serve as a safe 
harbor in any enforcement action for harbor in any enforcement action for 
i l ti f th R li l ti f th R lviolations of the Rule.violations of the Rule.

 Check with the appropriate industry group Check with the appropriate industry group 
to see if they have a FTCto see if they have a FTC--approved plan.approved plan.to see if they have a FTCto see if they have a FTC approved plan.approved plan.



Federal Privacy Law Federal Privacy Law ––yy
CANCAN--SPAM ActSPAM Act
 CANCAN--SPAM regulates commercial eSPAM regulates commercial e--mail mail 

messages (CEMs)messages (CEMs)
D t b th l t lD t b th l t l–– Does not bar them completelyDoes not bar them completely

–– Sets rules for sending themSets rules for sending them
 Brief Overview:Brief Overview: Brief Overview:Brief Overview:

–– No false or misleading header infoNo false or misleading header info
–– No deceptive subject lines No deceptive subject lines –– must indicate must indicate 

commercial naturecommercial nature
–– Must provide optMust provide opt--out method and honor within out method and honor within 

10 business days10 business days0 bus ess days0 bus ess days
–– Must include senders valid postal addressMust include senders valid postal address



Posting of Privacy PoliciesPosting of Privacy PoliciesPosting of Privacy PoliciesPosting of Privacy Policies

 Most websites voluntarily post a privacy Most websites voluntarily post a privacy 
policy, which means they have to conform policy, which means they have to conform 
to laws against deceptive practices (both to laws against deceptive practices (both 
state and federal, i.e. Section 5 of the FTC state and federal, i.e. Section 5 of the FTC 
Act)Act)Act)Act)

 California law has become the de facto  California law has become the de facto  
national standard to the extent that anational standard to the extent that anational standard to the extent that a national standard to the extent that a 
website anticipates collecting data from website anticipates collecting data from 
California residentsCalifornia residentsCalifornia residentsCalifornia residents



Posting of Privacy PolicyPosting of Privacy PolicyPosting of Privacy PolicyPosting of Privacy Policy

 California’s Online Privacy Protection Act California’s Online Privacy Protection Act 
requires companies using web sites to requires companies using web sites to 
collect personally identifiable information to:collect personally identifiable information to:collect personally identifiable information to:collect personally identifiable information to:
–– Identify the categories of PII collected through Identify the categories of PII collected through 

the websitethe website
–– Identify the categories of thirdIdentify the categories of third--party entities orparty entities or–– Identify the categories of thirdIdentify the categories of third--party entities or party entities or 

persons with whom the PII may be sharedpersons with whom the PII may be shared
–– If you allow review and changes of PII, explain If you allow review and changes of PII, explain 

how a consumer can do sohow a consumer can do sohow a consumer can do sohow a consumer can do so
–– Explain how consumers can learn of changes to Explain how consumers can learn of changes to 

privacy policyprivacy policy
Identify effective date of privacy policyIdentify effective date of privacy policy–– Identify effective date of privacy policyIdentify effective date of privacy policy



Other Federal Laws which Other Federal Laws which 
may affect Privacy Lawsmay affect Privacy Laws
 USA PATRIOT ActUSA PATRIOT Act

–– What information certain governmental entities What information certain governmental entities 
may obtainmay obtainmay obtainmay obtain

 EE--SIGN ActSIGN Act
–– Essentially, gives same legal effect to electronicEssentially, gives same legal effect to electronicEssentially, gives same legal effect to electronic Essentially, gives same legal effect to electronic 

records/contracts/signatures as paper records/contracts/signatures as paper 
records/contracts/signaturesrecords/contracts/signatures

Driver’s Privacy Protection ActDriver’s Privacy Protection Act Driver s Privacy Protection ActDriver s Privacy Protection Act
–– Governs release of driver’s license records by Governs release of driver’s license records by 

state departments of motor vehiclesstate departments of motor vehicles



Federal LegislationFederal Legislationgg
on the Horizonon the Horizon
 There have been several new privacy There have been several new privacy 

bills introduced into Congress this bills introduced into Congress this 
year.year.

 Protecting Children in the 21Protecting Children in the 21stst Century Century 
ActAct
–– Prohibits the purchase or sale of personal Prohibits the purchase or sale of personal 

i f ti f i di id l h ki f ti f i di id l h kinformation of individuals who are known information of individuals who are known 
to be under the age of 16 for the to be under the age of 16 for the 
purposes of marketing.purposes of marketing.p p gp p g



Federal LegislationFederal Legislationgg
on the Horizonon the Horizon
 Protecting Consumer Phone Records ActProtecting Consumer Phone Records Act

–– Prohibits providers of commercial mobile Prohibits providers of commercial mobile 
services from providing wireless phone numbers services from providing wireless phone numbers 
to directories without notice and consentto directories without notice and consent

 H R 964H R 964 H.R. 964H.R. 964
–– Criminalizes unfair/deceptive practices involving Criminalizes unfair/deceptive practices involving 

computers, including accessing or hijacking computers, including accessing or hijacking p , g g j gp , g g j g
another’s computer to damage itanother’s computer to damage it



Federal LegislationFederal Legislationgg
on the Horizonon the Horizon
 Proposed Social Security Number Protection Proposed Social Security Number Protection 

BillsBills
–– Two bills in the House and one in the Senate Two bills in the House and one in the Senate 

aiming to protect SSNsaiming to protect SSNs
H R 220 would prohibit the establishment in theH R 220 would prohibit the establishment in the–– H.R. 220 would prohibit the establishment in the H.R. 220 would prohibit the establishment in the 
Federal Government of any uniform national Federal Government of any uniform national 
identifying number.identifying number.

–– H.R. 948 and S. 238 would prohibit the display, H.R. 948 and S. 238 would prohibit the display, 
purchase or sale of SSNs altogetherpurchase or sale of SSNs altogether



Federal LegislationFederal Legislationgg
on the Horizonon the Horizon
 H.R. 836 H.R. 836 –– Security Breach Notification BillSecurity Breach Notification Bill

–– CyberCyber--Security Enhancement and Consumer Data Security Enhancement and Consumer Data 
Protection Act of 2007Protection Act of 2007
P id ifi i i f b h f iP id ifi i i f b h f i–– Provides notification requirements for breaches of securityProvides notification requirements for breaches of security

–– May nationalize the various state billsMay nationalize the various state bills
–– Includes criminalization for failure to discloseIncludes criminalization for failure to disclose

H R 1015H R 1015 A to deale sA to deale s H.R. 1015 H.R. 1015 –– Auto dealersAuto dealers
–– Requires automobile dealers to disclose to consumers the Requires automobile dealers to disclose to consumers the 

presence of “black boxes” (event data recorders) on new presence of “black boxes” (event data recorders) on new 
automobiles;automobiles;;;

–– Also requires manufacturers to provide the consumer with Also requires manufacturers to provide the consumer with 
the option to enable or disable such devices on future the option to enable or disable such devices on future 
automobiles automobiles 



Some Research Websites Some Research Websites 
Regarding PrivacyRegarding PrivacyRegarding Privacy Regarding Privacy 
LegislationLegislation
 Federal Trade Commission Federal Trade Commission –– www.ftc.govwww.ftc.gov –– gives advice on gives advice on 

how to comply with a number of the laws discussedhow to comply with a number of the laws discussed
 THOMAS THOMAS –– Library of Congress Library of Congress –– thomas.loc.govthomas.loc.gov

Electronic Privacy Information Center (EPIC)Electronic Privacy Information Center (EPIC) www epic orgwww epic org Electronic Privacy Information Center (EPIC) Electronic Privacy Information Center (EPIC) –– www.epic.orgwww.epic.org
 International Association of Privacy Professionals International Association of Privacy Professionals ––

www.privacyassociation.orgwww.privacyassociation.org
 National Conference of State LeglislatorsNational Conference of State Leglislators –– www.ncsl.orgwww.ncsl.orgNational Conference of State Leglislators National Conference of State Leglislators www.ncsl.orgwww.ncsl.org
 Compuworld newsletters Compuworld newsletters –– www.compuworld.comwww.compuworld.com
 Hudson Cook Hudson Cook –– consumer finance issues and issues that consumer finance issues and issues that 

would be of interest to car dealerswould be of interest to car dealers
l f d f b h hl f d f b h h Privacy.org Privacy.org –– lots of news and information on both the lots of news and information on both the 

national and international frontnational and international front



QUESTIONS?QUESTIONS?QUESTIONS?QUESTIONS?

 THANK YOUTHANK YOU
 Questions after session:Questions after session: Questions after session:Questions after session:

Bryan WiseBryan Wise
Taft Stettinius & Hollister LLPTaft Stettinius & Hollister LLPTaft, Stettinius & Hollister LLPTaft, Stettinius & Hollister LLP
wise@taftlaw.comwise@taftlaw.com
(513) 381(513) 381 28382838(513) 381(513) 381--28382838


