
Securenomics

Viewing security through a 

different lens.
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Today’s Discussion
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Today’s Discussion

ÂIntroduce Securenomics

ÂDissect two fundamental questions
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Drawing a Parallel

ÂEconomics: Study of how we 

apply limited resources, to meet 

unlimited demand.

ÂSecurenomics: How we apply 

limited security resources to defend 

against unlimited threats and risk.
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Common Questions

ÂAre we allocating the right amount 

of resources (time, people, money) 

on security?

ÂAre we allocating our resources on 

the right things?
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How much should we spend?

ÂTraditional means of answering this 

question:
Ļetter to Santa approach - ask for a bunch 

of stufféand hope for the best

%̧ of IT budget

B̧aselines ïpeer comparison

W̧hat ever we need to be compliant

O̧ther?
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What should we spending on?

ÂGut instinct and intuition

ÂKneejerk reaction to an event

ÂSolution/threat du jour (aka 

management by magazine)

ÂCompliance requirements

ÂAssessment recommendations

ÂPolicy requirements
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How much should we spend?

ÂShort answer: what is inline with 

the organizationôs level of risk 

tolerance



Copyright © 2008 CAPC Group, LLC

Risk Management

ÂRisk Avoidance

ÂRisk Acceptance

ÂRisk Transference (insurance)

ÂRisk Mitigation (reduce likelihood 

and impact)
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Risk Decisions

Source: Jack Jones, Risk Management Insight ñRisk Decisions: Whoôs Call is?ò
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And now for something completely 

different…

2008 Ferrari F430 Spider
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Why is it so difficult?

ÂCommunication barrier/gap 

between Business Mgmt and IT

ÂLack of actuarial data on cyber risk
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Untapped Resource

ÂSecurity Policies ïtool for 

management to communicate 

influence risk decisions
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Why Legislation is Good

ÂAddresses Misaligned Risk  / 

Incentive Failures*
Ļegislation (i.e. HIPAA, Notification Laws)

I̧ndustry Requirements: PCI

*Ross Anderson, University of Cambridge, ñWhy Information Security is Hardò
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Final Thoughts

www.securenomics.org


