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Ohio Information Security Conference

Securenomics

Viewing security through a
different lens.

27T,

AP
CGR%)UP, LLC



Today's Discu &%'WOS eeeeee

AP
CGR UP LiC Copyright © 2008 CAPC Group, LLC



Today' s Di scu5§§%9@!§o&;9§ eeeeeeee

Alntroduce Securenomics

ADissect two fundamental questions
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Drawing a Parallel : 7 0O-IsC ‘08
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AEconomics: Study of how we
apply limited resources, to meet
unlimited demand.

ASecurenomics: How we apply
limited security resources to defend
against unlimited threats and risk.
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A Are we allocating the right amount
of resources (time, people, money)
on security?

AAre we allocating our resources on
the right things?
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How much should we spend? é ,’mgm!ms‘ogmggz eeeeeeeee
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ATraditional means of answering this

guestion:

. Letter to Santa approach - ask for a bunch

of stufféand hop(op®r
. % of IT budget -
. Baselines i peer comparison
_ What ever we need to be compliant

. Other?
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A Gut instinct and intuition

A Kneejerk reaction to an event £

A | | 1@1 N

A Solution/threat du jour (aka "
management by magazine)

A Compliance requirements

A Assessment recommendations

A Policy requirements
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How much should we spend?
I

AShort answer: what is inline with
t he organi zartshk ono0s
tolerance
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ARisk Avoidance
ARisk Acceptance

ARisk Transference (insurance)

ARisk Mitigation (reduce likelihood
and impact)
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Risk Decisions
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Source: Jack Jones, Risk Management| nsi g ht
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And now for something completely
di fferent

2008 Ferrari F430 Spider
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Why is it so difficult? A‘ ’ O-ISC ‘08

ACommunication barrier/gap
between Business Mgmt and IT
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Untapped Resource
I

ASecurity Policies i tool for
management to communicate
Influence risk decisions
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Why Legislation is Good & 7 O-ISC ‘08
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AAddresses Misaligned Risk /
Incentive Failures*

. Legislation (i.e. HIPAA, Notification Laws)
_ Industry Requirements: PCI

*Ross Anderson,Uni ver sity of Cambri dge, AWhy |
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Final Thoughts

WWW.Securenomics.org
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