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Agenda

Guitar Hero

Information and Knowledge

Governance 

Strategic alignmentStrategic alignment

FrameworksFrameworks

Examples & Research

Q & A



Guitar Hero style security



Break betweenBreak between 
Sections (Optional)Sect o s (Opt o a )



Peter Drucker

“Knowledge is fast becoming the 
sole factor of productivity, sidelining p y g
both capital and labor.”

Peter Drucker, Management Challenges for the 21st Century 



Question

As a security professional, how can 
I enable my organization to makeI enable my organization to make 
or sell more widgets for more 
dollars in order to increase thedollars in order to increase the 
value for shareholders?



Answers

Value Information and Knowledge
Confidentiality, integrity, availability

Practice GovernancePractice Governance 

Strategic approachg pp

Adopt frameworks

Compliance strategy

Cultivate research



The META Group

“Indeed, without one security 
architecture evidence suggestsarchitecture, evidence suggests 
that enterprises will default to a 
haphazard reactive tacticalhaphazard, reactive, tactical 
approach to constructing a secure 

i t tt bl tienvironment, regrettably wasting 
resources and introducing more 
vulnerabilities as they proceed to fix 
others.” - The META Group o e s p



Problems

Security not seen as enabler

Lack of policies & governance

No operating frameworks

No alignment with businessNo alignment with business

No concern for information; securityNo concern for information; security 
is technology



Peter Drucker

“The diffusion of technology and 
the commoditization of informationthe commoditization of information 
transforms the role of information 
into a resource equal in importanceinto a resource equal in importance 
to the traditionally important 

d f l d l b dresourced of land, labor and 
capital”

Peter Drucker, Management Challenges for the 21st Century 



Problems

Administrative
Controls

Business



Problems

Technical
Controls Business



Solution

Controls Business



Symantec’s Story

Continuous training

Restructure risk managementRestructure risk management

Reallocate IT expendituresp
Shift consultant spending to automation tools

Automate measure tools reportingAutomate measure tools, reporting, 
change management, policies

Focus on managing risk



Symantec’s Story



Symantec’s Story



Your Story? – compliance laggards

17 or more IT disruptions/year

22 or more data losses/year

Financial loss every 3 yearsFinancial loss every 3 years

8 percent temporary revenue8 percent temporary revenue 
decline

$100 cost per lost customer record

2007 IT Policy Compliance Group



Cost of compliance

2007 IT Policy Compliance Group



Cost of compliance

2007 IT Policy Compliance Group



Cost of compliance

2007 IT Policy Compliance Group
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Risk Management

Policy development

Policy enforcement

Frameworks
 ISO 15408 (common evaluation criteria) ISO 15408 (common evaluation criteria)

COBIT (best practices framework)

COSO (internal controls framework)

 ISO 27001 (security framework)( y )



ISO 15408

 Common criteria for Information Security 
Technology evaluation (or CC)Technology evaluation (or CC)



ISO 15408

 Common criteria for Information Security 
Technology evaluation (or CC)Technology evaluation (or CC)

 TCSEC Orange Book

 DoD 5200.28M

 EALs, structure, purpose of evaluation, , p p

 Iso.org



COBIT

ISACA control objectives

IT Management, users, auditors

Version 4.1
 Plan and Organizeg

 Acquire and Implement

 Deliver and Support Deliver and Support

 Monitor and Evaluate



COSO

Criteria for assessment

AICPA, AAA, IIA, FEI, MAI

G l t f kGeneral management framework
Effective/efficient operationsEffective/efficient operations

Accurate financial reporting

Legal compliance



ISO 27001/27002

 InfoSec Management System (ISMS)

 ISO 27002/17799 ISO 27002/17799

 Process approach

 PDCA
 Establish the ISMSEstablish the ISMS

 Implement the ISMS

 Monitor the ISMS

 Maintain and Improve the ISMS

Compatible with ISO 9001 and ISO 14001Compatible with ISO 9001 and ISO 14001

 ISO 9001 certification springboard



Common factors

Comprehensive Strategy

Governing policies

StandardsStandards

Organizational structureOrganizational structure

Process approach

Metrics and feedback



Governance

Board of directors

Executive management

Steering committeeSteering committee

CISOCISO

Information Security Manager

InfoSec Professional



Aberdeen Group

“Firms operating at best-in-class 
security levels are lowering y g
financial losses to less than 1% of 
revenue, whereas otherrevenue, whereas other 
organizations are experiencing loss 
rates that exceed 5%”rates that exceed 5%

Aberdeen Groupp



Questions & Answers


